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Basic Technological Competencies

As professionals, we need to have an awareness of how the technologies we use
work and how devices can be used. A comfort level with basic computer skills
and how to encrypt messages is essential to this work. We need to know how to
use technology well.

Encryption - know how to access encrypted services to store records and deliver
communication

Backup systems - know how to securely store records and data on own system or
via a secure, encrypted system

Password protection - know how to create strong passwords and use different
ones for each website or service you use; change your password on a regular basis

Firewalls - know what a firewall does
Virus protection - know how to protect your system from viruses
Hardware - understand the basic running platform of your computer

Software - know how to download and operate software and be able to assist
clients with the same

Third-party services - know where data are stored, how they are used, who has
access to them

Internet - a basic understanding of how it works

You can use a number of resources to develop each of these basic technological
competencies.

The Guidelines for the Uses of Technology in Counselling and Psychotherapy offers tips
and resources. Websites such as lifewire.com offer tech tutorials.

You don’t have to become a computer expert, but you do need to know enough about
how these systems work to be able to address issues of privacy, confidentiality and
security with clients.

DISCLAIMER

THE INFORMATION PROVIDED HEREIN IS PROVIDED FOR GENERAL INFORMATION PURPOSES
ONLY, IS PROVIDED ON AN “AS IS” BASIS, AND DOES NOT CONSTITUE LEGAL ADVICE. CCPA MAKES
NO REPRESENTATIONS, WARRANTIES, GUARANTEES OR CONDITIONS OF ANY KIND, WHETHER
EXPRESS OR IMPLIED, ARISING FROM STATUTE OR OTHERWISE, WITH RESPECT TO THE
INFORMATION PROVIDED HEREIN AND DISCLAIMS ALL SUCH REPRESENTATIONS, WARRANTIES,
GUARANTEES AND CONDITIONS. IN ADDITION, CCPA DOES NOT PROVIDE ANY REPRESENTATION,
WARRANTY, GUARANTEE OR CONDITION THAT THE INFORMATION PROVIDED HEREIN IS
ACCURATE, COMPLETE OR CURRENT. ALL REPRESENTATIONS, WARRANTIES, GUARANTEES AND
CONDITIONS ARE HEREBY DISCLAIMED TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAWS.

IN NO EVENT SHALL CCPA BE LIABLE FOR ANY LOSS OR DAMAGE OF WHATEVER NATURE
(DIRECT, INDIRECT, CONSEQUENTIAL, OR OTHER) WHETHER ARISING IN CONTRACT, TORT OR
OTHERWISE, WHICH MAY ARISE AS A RESULT OF YOUR USE OF (OR INABILITY TO USE) THE
INFORMATION PROVIDED HEREIN.
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